IP ADDRESSES

IPv4

SAE Mobilus supports the use of IPv4 for customer access which is the most widely used system for identifying
devices on a network. It uses a set of four numbers, separated by periods (like 192.168.0.1), to give each device a
unique address. This address helps data find its way from one device to another over the internet.

An IP address or range must be between 0.0.0.0 and 255.255.255.255.

o Asterisks: If a customer lists an asterisk at the end position (or last two positions) of an IP address, this
means that the numbers in that position include all numbers 1-255.
For example: 24.123.44.* would be the range: 24.123.44.0 to 24.123.44.255

24.123.** would be the range: 24.123.0.0 to 24.123.255.255

e Subnets (slashes /): If a customer provides an IP address with a slash and number at the end, this is a subnet.
The part before the slash is the IP address, and the part after the slash is the subnet mask represented in CIDR
notation.

The network ID portion of an IP address is determined by the subnet mask. For example: a /24 IPv4 network
has a subnet mask of 1111.1111.1111.0000, meaning the first 3 octets are the network ID and the last octet is
used for assigning host IDs (256 available IDs, though usually some are reserved). 24 in this case). The /24
indicates that the first 24 bits of the IP address are used for the network address, and the remaining 8 bits are
used for the host address. A /32, generally speaking, means that the network has only a single IPv4 address.
The address is both a network ID and host ID.

What does this mean to you? Nothing, just background. You can use a subnet calculator such as
https://tools.iplocation.net/subnet-calculator, to determine the IP range. Just enter the IP address as provided
by the customer and the address range along with the network address will be show in the results.

e Private IP Address: A private IP address is the specific IP address attached to the devices throughout your
home or business where a private network is in use. They are reserved address ranges that are not meant to
be routed on the public internet. Here are the private IP address ranges for each IP address class:

% The entire range of IP addresses starting with “10.” is designated as private. It provides a large number of
potential addresses for organizations with expansive networks.

% |P addresses within the range of 172.16.0.0 to 172.31.255.255 are reserved for private use. This provides
a range of possibilities for medium-sized networks.

% The IP address range of 192.168.0.0 to 192.168.255.255 is designated for private use. This range offers a
substantial number of addresses for small networks and home setups.

It's important to note that these private IP ranges are specified by the Internet Assigned Numbers Authority
(IANA) and are not routable on the public internet. When devices within a private network need to access the
internet, they typically use network address translation (NAT) to translate their private IP addresses to a public
IP address assigned by the network’s internet service provider.

IPv6

IPv6 is not currently supported by SAE Mobilus, however this is in the works. IT is the newer version designed to
replace IPv4. It provides a much larger pool of addresses to accommodate the increasing number of devices.

SAE Mobilus does NOT currently support IPv6, but it's in the works.


https://tools.iplocation.net/subnet-calculator

PROXY SERVERS

A proxy server acts as an intermediary between the user and the content provider, relaying the request through an
IP address that is registered to the university. It works by:

Authenticating the user

Confirming that the user is authorized to access the institution's subscriptions
Relaying the request through an IP address that is registered to the university
Delivering the content to the user

X X % %

For example, if a user is requesting content from off campus, their IP address will be different than the
university’s, so access will be denied. If utilizing EZProxy, the user is able to gain access via the EXProxy IP
address. This is similar to using a VPN.

The following information is available in the Mobilus Help section for administrators at
https://saemobilus.sae.org/help/proxy-server-ip-authentication

e EZProxy — an OCLC product

The SAE Mobilus OCLC Database Stanza was updated on October 14, 2024.

a) Mobilus customers that have a hosted (by OCLC) proxy server instance, will get the configuration applied
automatically. If they are still facing issues authenticating into Mobilus and are using an EZProxy server, they
should contact OCLC and ask that their server instance be updated with the SAE Mobilus stanza update.
OCLC updates the 3rd Wednesday of the month or per support request.

b) Customers that self-host will need to apply the SAE Mobilus OCLC Database Stanza to their server. If they
are still having user authentication issues, they should try moving the SAE Mobilus stanza to the top of their
stanza list.

Please note: The above does not resolve issues with Personal Login through EZProxy and customers should
reach out to their Mobilus account manager.

e Muse Knowledge Proxy
The customer should apply the proxy configuration from https://www.edulib.com/products/muse-

proxy/support/muse-proxy-sources-profiles/, Search for "SAE" in the search box, click on the "SAE Mobilus"
Source Name, download Profile and apply on their server.

e Other Proxy Servers

In order for IP Authentication to function with another proxy service, the customer will need to add the host
dsa.fullsight.org to the list of hosts to proxy.

If additional troubleshooting is necessary, please reach out to our Technical Specialist, Kim Lutz.


https://saemobilus.sae.org/help/proxy-server-ip-authentication
https://help.oclc.org/Library_Management/EZproxy/EZproxy_database_stanzas/Database_stanzas_S/SAE_MOBILUS
https://www.edulib.com/products/muse-proxy/support/muse-proxy-sources-profiles/
https://www.edulib.com/products/muse-proxy/support/muse-proxy-sources-profiles/

PROVIDING IP ACCESS

1. A customer should provide their list of IP addresses or ranges on an Appendix in their license agreement.

2. Enter an IP address in both the “From” and the “To” fields.

% If there is a single IP address (rather than a range), enter the IP address in both fields.
¥ If you need additional lines, click Add IP Address or Range as many times as necessary.
¥ If an EZProxy or any other description is provided that would be beneficial to record, add that in the

“Description” field.

Authentication

Manage User ID / Passwords
User ID's

User ID: | _pzaar

Manage IP Address
Valid IP Address / Range

Password:

Type: [ 1P or UN/PYY or IDP w |

Check Credentials

[ ywictray 7 |

Check IP Range Add IP Address or Range

Status From To Description

%| [Active w| [5108127.42 | [5.188.137.42 | |Psi notification/Open Atnel

x| [Active w| [120.18.0.0 | [126.18.290.255 | | |

% | [Active w| [120.18.2450 | [120.18.255 285 | ] |

x| [Active w] | | | | |

Offended IP Address / Range Add Offended IP Address or Range
Status From To Description Audit Date

Mo Offended IP Addresses

3. Click Save at the top or bottom right to save your updates.

4. If Mobilus detects the use of systematic downloading, the offending IP address will be suspended and will
show in the Offended IP Address / Range section.

FAQS

» Why am | getting an IP address error?

If you know that the IP address is not a private IP, check both IP addresses (the From and To) to be sure the IP
addresses are in the right order. The From IP should always be lower than the To IP. Also check that there is not a
space at the end of either IP address. When copying and pasting, this is a common error.

» When providing access via IP, do | need to set up a second authentication type such as UN/PW?

Not necessarily. The Authentication Type defaults to IP or UN/PW. This allows access via EITHER of these
methods. If a customer would like the option to use a UN/PW when away from the location, you can set up a
UN/PW. If a customer wants to require their users to access via IP, but also sign in with a UN/PW, you can change
the Type to IP and UN/PW. When SSO is set up, IT will change the Type to IP or UN/PW or IDP.



SINGLE SIGN ON (SSO0)

FEDERATIONS

SAE Mobilus supports Federated SSO to provide a customer with single sign-on access. The customer must be a
member of an established Federation to which SAE belongs, or there will be a setup fee to utilize the SAE
Independent Federation.

SAE currently belongs to the following Federations:

UK Access Management

OpenAthens

DFN-AAlc

InCommon

SAE Independent - $1,500 charge applies to using the SAE Independent Federation.

*For any other Federations or SSO providers, the customer will need to use the SAE Independent Federation.

SET UP PROCESS

1. The Account Manager discusses the options with the customer including the cost to setup.

% If a customer is not a member of one of the 4 established Federations to which SAE belongs, they will
need to utilize the SAE Independent Federation.

% There is a significant amount of work that goes into setting this up, so there will be a $1500 setup fee
assessed.

< If there is a reason as to lower or eliminate the fee or build it into the cost of the subscription, please
discuss with your manager and note this in the “Notes” field on the Account in Salesforce.

2. Account Manager provides the customer with the link to the sign-up form
https://saemobilus.sae.org/institutional-access-signup.

*Note - this link is no longer posted publicly on Mobilus in order to eliminate random requests from
individuals who are not current customers or are not librarians/administrators.

3. Customer should complete all fields on the “Institutional Access Sign-Up Request form found at the link. The
Mobilus support team will not know this information and must come from the customer end.

Institutional Access Sign-Up
a. Institution - the name of the company/university
Please provide your information below. All fields are required. Following receipt of your information, we will contact you to corfirm set up was
b. IdP EntitylD - a URL based unique name that is used .
by the SSO service provider to identify the
company/university. The customer must provide this
to SAE and should be able to obtain it from their SSO  rem e

pl’OVIder. Contact Infermation

*Required Field

institution 1P EntityID

Narnz Prione Emai

c. Institution’s Federation Membership

¢ UK Access management Federation Hame - m
e OpenAthens Federation i

e DFN-AAI Federation -
e SAE Independent — reminder: fee applies
¢ InCommon Federation

nformation, we will contact your technical lisison to begin setup.

E (U.S. and Canada only)

1722 nd Canada) or

Reset


https://saemobilus.sae.org/institutional-access-signup

d. Other Federation Name - if it is not listed, choose SAE Independent from the list and list the federation
under Other Federation Name (ie. Azure, OKTA). Fee is applied due to the nature of work required to set
this up.

f. Contact Name, Phone and Email — Person requesting SSO and who can be contacted for any general
questions.

g. Technical Contact information — Individual, such as IT, who can be contacted for any technical questions
during set-up.

4. Completed form will be automatically sent to Kim Lutz.

5. Kim will verify the account exists in web module and complete setup. Once completed she will notify the
sales representative of record.

FAQS

» Is EZProxy an SSO?

EZProxy is not a single sign-on provider, however some organizations may use this terminology. EZProxy uses IP
addresses to determine if a user is authorized to access licensed content. See IP Address section for more
details.

> What is Shibboleth?

Shibboleth is used in the InCommon Trusted Access Platform architecture to support federated and
Campus single-sign-on services to local and cloud-hosted applications. Shibboleth is among the world’s
most widely deployed federated identity solutions, connecting users to applications both within and
between organizations.

» Can a customer negotiate a lower set up fee?
Yes, if there is a reason as to lower or eliminate the fee or build it into the cost of the subscription, please discuss
with your manager and note this in the “Notes” field on the Account in Salesforce.

> What is the time frame to complete set up?

For UK Access Management Federation, InCommon Federation, OpenAthens Federation and DFN-AAI Federation
- turnaround time is 2 business days. SAE Independent times may vary, the request will come through and be
approved by the Sales Rep (see Set Up Process in SOP). Typically, if received by EOD Tuesday, it can be
completed that Thursday.

> What if a customer is changing their name?
If a company is changing their name, a helpdesk ticket should be submitted to update the IdP name. The sales rep
should update the header text on the subscription.

> What if a customer needs to change their federation/service provider?
A new IdP would need to be created for their new entity ID so a helpdesk ticket should be submitted.

> What if a subscription expires before renewal is completed?
The customer will lose access to their subscription and the content will show the lock icon.
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